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ABSTRACT 

Human body communication (HBC) is a short-range wireless communication in the 

vicinity of, or inside a human body by using the human body as a propagation medium. 

HBC is divided into two solutions: galvanic coupling and capacitive coupling. The 

former requires one pairs of electrodes in both the transmitter (TX) and the receiver 

(RX), whereas the latter only requires a single electrode for the TX and the RX. The 

capacitive coupling makes it possible to miniaturize the size of device, and is more 

suitable for applications requiring the devices to be miniature enough. Since HBC can 

transfer in high data rates while maintaining low power consumption, and provide high 

security and easy integration within body-worn devices, HBC shows great potential for 

wearable devices. Moreover, as the proportion of biological tissues such as muscle, fat, 

and skeleton is different between individuals, the overall dielectric constants of human 

body are diverse, as well as the signal propagated through human body. The diverse 

HBC propagation signal can be utilized as the biometric trait to authenticate 

individuals. By means of employing the HBC as both the authentication and the 

communication approaches, the size of wearable devices will be more miniature. Due to 

the use of propagation signal between devices, the HBC authentication is suitable for 

wearable device regardless of the location.  

Key words: Biometric authentication; wearable system; human body communication; support 

vector machines  

1. INTRODUCTION 

With the rapid development of wearable technology, wearable devices are experiencing an 

exponential growth [1]. Wearable devices are generally small, portable, low power 

consumption [2], and worn on the multiple locations on the user for diverse functions such as 

video recording, pedometer and health monitoring [3, 4]. As the information stored in the 

wearablCe devices are almost private, such as personal photo, video and health data measured 
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by the biosensors including heart rate, blood pressure, and electrocardiogram [4], it is important 

to prohibit the unauthorized persons from accessing the wearable device. Biometric 

authentication is an excellent approach to solve this problem[5]. Biometric authentication refers 

to verifying or identifying individuals based on the physical or behavioral characteristics such 

as face, fingerprint, hand geometry, iris, typing rhythm, voice, gait [6]. Biometric is inherently 

more reliable than the password-based authentication as biometric traits cannot be lost or 

forgotten. It is also more difficult to forge biometrics [5]. A number of biometric characteristics 

have been in use for different applications [7]. Several groups have studied the biometrics in the 

mobile platforms. Wang et al. and Liu et al. utilized the finger-vein recognition system for 

mobile devices [8, 9]. Klonovs et al. and Tao et al. introduced EEG-based biometric and face 

recognition, respectively [10]. Other researchers combined several biometrics such as face, 

voice, and teeth to provide a better performance [11]. However, considering that the wearable 

devices may be worn on different position such as legs [12], the aforementioned biometric are 

not suitable for some wearable devices. In addition, the device of the authentication system 

must be small enough to be integrated into wearable devices. For this reason, some biometrics, 

like gait [13], typing rhythm [14], hand veins [15], DNA, hand geometry [16], and iris 

recognition [17] are not acceptable for wearable application. Therefore, there is a need to 

propose a biometric trait which is small enough and suitable for wearable systems. Human body 

communication (HBC) is a short-range wireless communication in the vicinity of, or inside a 

human body by using the human body as a propagation medium [18, 19]. HBC is divided into 

two solutions: galvanic coupling and capacitive coupling [20]. The former requires one pairs of 

electrodes in both the transmitter (TX) and the receiver (RX), whereas the latter only requires a 

single electrode for the TX and the RX [21]. The capacitive coupling makes it possible to 

miniaturize the size of device, and is more suitable for applications requiring the devices to be 

miniature enough. Since HBC can transfer in high data rates while maintaining low power 

consumption [22], and provide high security and easy integration within body-worn devices 

[23], HBC shows great potential for wearable devices. Moreover, as the proportion of 

biological tissues such as muscle, fat, and skeleton is different between individuals, the overall 

dielectric constants of human body are diverse, as well as the signal propagated through human 

body. The diverse HBC propagation signal can be utilized as the biometric trait to authenticate 

individuals. By means of employing the HBC as both the authentication and the communication 

approaches, the size of wearable devices will be more miniature. Due to the use of propagation 

signal between devices, the HBC authentication is suitable for wearable device regardless of the 

location. Therefore, it is of great significance to research HBC-based authentication. This study 

was financed partially by National Natural Science Foundation of China (Grant No.61403366), 

Shenzhen Basic Research Project Fund (JCYJ20140417113430695). 978-1-4673-7201-

5/15/$31.00 ©2015 IEEE Some researchers have attempted to investigate the galvanic coupled 

HBC authentication for general applications [24], [25]. However, the white noise used in these 

studies will increase the variation between individual biometric samples. Moreover, it is more 

appropriate to apply the capacitive coupled HBC authentication to wearable application in view 

of the volume restriction. In this paper, an investigation of capacitive coupled HBC 

authentication is presented, employing the sinusoidal signal rather than white noise to measure 

the biometric traits. The obtained data are analyzed by support vector machines (SVM) 

including C-SVM and nu-SVM. Linear function, polynomial, and radial basis function (RBF) 

are adopted as the kernel functions, respectively. The performance is evaluated both in 

verification mode and identification mode.   
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2. EXISTING SYSTEM : 

• A Wireless Body Area Network (WBAN) is a network of wirelessly connected sensing and 

actuating devices. WBANs used for recording biometric information and administering 

medication are classified as part of a Cyber Physical System (CPS).  

• Preserving user security and privacy is a fundamental concern of WBANs, which introduces the 

notion of using biometric readings as a mechanism for authentication. 

•  Extensive research has been conducted regarding the various methodologies (e.g., ECG, EEG, 

gait, head/arm motion, skin impedance). This paper seeks to analyze and evaluate the most 

prominent biometric authentication techniques based on accuracy, cost, and feasibility of 

implementation. It suggest several authentication schemes which incorporate multiple biometric 

properties. 

3. PROPOSED SYSTEM : 

• With the rapid development of wearable technology, wearable devices are experiencing an 

exponential growth .  

• Wearable devices are generally small, portable, low power consumption , and worn on the 

multiple locations on the user for diverse functions such as video recording, pedometer and 

health monitoring . 

•  As the information stored in the wearable devices are almost private, such as personal photo, 

video and health data measured by the biosensors including heart rate, blood pressure, and 

electrocardiogram , it is important to prohibit the unauthorized persons from accessing the 

wearable device. Biometric authentication is an excellent approach to solve this problem. 

3.1. BLOCK DIAGRAM 
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3.2. Hardware Component 

• Temperature Sensor 

• Respiratory Sensor 

• Heart-Beat Sensor 

• LCD 

• Microcontroller 

• Red Tacton Transmitter 

• Level Converter 

• Pc 

4. TEMPERATURE SENSOR 

A temperature sensor is an electronic device that measures the temperature of  its environment 

and converts that input data into electronic data to record, monitor, or signal temperature 

changes. 

 

Figure 1 Temperature sensor 

5. RESPIRATORY SENSOR 

High-quality sensors in respiratory devices measure minute flow rates around the zero point of 

the respiratory flow and also detect flow rates of several hundred l/min. ... In controlled CPAP 

devices, pressure sensors continuously monitor the therapy pressure, thereby improving the 

comfort and quality of the treatment. 
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Figure 2 

6. HEAT BEAT SENSOR 

Heartbeat Sensor is an electronic device that is used to measure the heart rate i.e. speed of 

the heartbeat. ... You can find the Principle of Heartbeat Sensor, working of the Heartbeat 

Sensor and Arduino based Heart Rate Monitoring System using a practical heartbeat Sensor. 

 

Figure 3 

7. LCD DISPLAY 

A liquid-crystal display (LCD) is a flat-panel display or other electronically modulated optical 

device that uses the light-modulating properties of liquid crystals combined with polarizers. 

Liquid crystals do not emit light directly, instead using a backlight or reflector to produce 

images in color or monochrome. 

 

Figure 4 LCD Display 
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8. MICROCONTROLLER 

A microcontroller (abbreviated MCU or µC) is a computer system on a chip that does a job. It 

contains an integrated processor, memory (a small amount of RAM, program memory, or both), 

and programmable input/output peripherals, which are used to interact with things connected to 

the chip. 

 

Figure 5 Microcontroller 

9. RED-TACTON TRANSMITTER 

Red Tacton detects changes in the optical properties of an electro-optic crystal using a laser and 

converts the result to an electrical signal in an optical receiver circuit. The transmitter sends 

data by inducing fluctuations in the minute electric field on the surface of the human body. 

 

Figure 6 Red Tacton 

10. LEVEL CONVERTER 

A level shifter, in digital electronics, also called logic-level shifter or voltage level translation, 

is a circuit used to translate signals from one logic level or voltage domain to another, allowing 

compatibility between ICs with different voltage requirements, such as TTL and CMOS. 

 

 

Figure 7 Level Converter 
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11. PC 

Stands for "Personal computer." PCs are what most of us use on a daily basis for work or 

personal use. A typical PC includes a system unit, monitor, keyboard, and mouse. 

While PC stands for "personal computer," the term can be a bit ambiguous. 

 

 

 

 

 

 

 

 

 

 

 

Figure 8  

 

12. CONCLUSION 
This paper presents capacitive coupled HBC authentication for the wearable devices. The HBC 

authentication is investigated by experiments on 20 volunteers. It is confirmed that C-SVM is 

more suitable than the nu-SVM in both the identification and verification modes. The linear 

function outperforms the polynomial and RBF function in the identification mode. Whereas in 

the verification mode, the polynomial is better, and the linear function is slightly inferior to the 

polynomial. It is also proved that the features in the band lower than 9.6MHz will affect the 

performance of HBC authentication. In result, in identification mode the identification rate 

achieves 98%, and in verification mode the average EER is 0.24%, the average AUC reaches 

0.9993.  
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